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Is It the Technology Is It the Technology 
or or 

Is It The Policy?Is It The Policy?
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Is It The Policy?Is It The Policy? 

ItIt’’s Boths Both



ID in GeneralID in General 

Unique Aspects of RFIDUnique Aspects of RFID



Foundation Already LaidFoundation Already Laid

DHS Data Privacy and Integrity DHS Data Privacy and Integrity 
Advisory Committee, Dec 2006Advisory Committee, Dec 2006
GAO, GAO, ““Info Sec: RFID Tech in the Info Sec: RFID Tech in the 
Fed Fed GovGov’’tt,,”” May 2005May 2005
DHS IG, USDHS IG, US--VISIT System Using VISIT System Using 
RFID, June 2006RFID, June 2006
IEEEIEEE--USA, USA, ““Developing NatDeveloping Nat’’l Policies l Policies 
for RFID,for RFID,”” Feb 2006Feb 2006







Three Overarching PrinciplesThree Overarching Principles

Diversity and decentralizationDiversity and decentralization

ProportionalityProportionality

Privacy and security by designPrivacy and security by design



8 Principles Based on 8 Principles Based on FIPsFIPs

Purpose SpecificationPurpose Specification
Limited UseLimited Use
Notice (Transparency)Notice (Transparency)
Individual Choice and ControlIndividual Choice and Control
SecuritySecurity
AccountabilityAccountability
AccessAccess
Data QualityData Quality



Less is (Usually) MoreLess is (Usually) More
Minimize info on the cardMinimize info on the card
The more info on the card, the more The more info on the card, the more 
security is neededsecurity is needed
Largest privacy risk: ItLargest privacy risk: It’’s not the s not the ““card,card,”” 
itit’’s the backend databases the backend database
Therefore: minimize backend Therefore: minimize backend 
databases, minimize storagedatabases, minimize storage



Moving ForwardMoving Forward
No ban on technologyNo ban on technology
How to ensure consideration of the How to ensure consideration of the 
issuesissues
Technology assessmentTechnology assessment
EfficacyEfficacy
How much dataHow much data
How secureHow secure
““BackendBackend””

Government access standardsGovernment access standards
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